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Abstract

Multicast establishes a group communication, where one sender can transmit the same message to multiple receivers. Multicasting
makes this transmission efficient by making the client to send just one copy. But secure transmission in the multicast environment
is a major issue it should maintain the authentication, non-repudiation and integrity of messages. For this we have created a
multicast environment which ensures all these properties by applying digital signature for authentication by signing the messages
by private key of sender and using more secure hash algorithm SHA-192 for improving integrity of messages.
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1. Introduction
Multicast is an efficient technique to transfer multimedia
contents like video, real time quotes from a sender to number
of receivers. Multicast provides efficient transport mechanism
to communicate between one-to-many and many-to-many
communications . In the network, multicast is the transfer of
a message or information to destination computers
concurrently in a single transmission from the source.
Basically applications of multicast are video conferences, live
video broadcast, video on demand, interactive games etc. In
multicasting authentication is also a major security issue
which should be kept in mind. By using authentication in
multicast the receiver will be able to authenticate the sender of
the message. Authentication in multicasting will also have the
following properties:-
1. Data integrity: In this, receiver should be able to
determine whether the receive content is modified or not
during transmission.

2. Data origin authentication: In this each receiver should
be capable to declare that each received packet arrives
from the actual sender. In secure multicast group
members must be able to verify that the data received is
indeed sent by an authorized sender.

3. Non-repudiation: In this the sender of a packet should
not be capable to reject sending the packet to receivers in
case there is a disagreement among the sender and
receivers.

All the three services can be supported by an asymmetric key
technique called Digital Signature. The sender generates a
signature for each packet with its private key, which is called
signing, and each receiver checks the validity of the signature
with the sender’s public key, which is called verifying. If the
verification succeeds, the receiver knows the packet is
authentic.
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Fig 1: Example of Multicasting

In fig.1, it shows that sender sends just one copy to the router,
and then the router creates multiple copies and sends them to
connected clients.

2 Implementation
Our system ensures the authentication, integrity and non-

repudiation principle of security. For authentication purpose
we used harn’s DSA, where sender signs the message with its
private key and the receiver can verify this using the public
key of sender. In harn’s DSA p and q are large prime numbers
and v is the public key, known by the clients. X is the secret
key of sender. To provide more security and integrity to the
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packets we have used a modified SHA-192 algorithm results

the hash of 192 bits. Because SHA-192 is time efficient when

it compared with SHA256 and more secure than SHA160 in
terms of bit difference [,

The multicast environment can be explained into below steps

of implementation:

2.1 Sender creates the socket, and waits for router to
connect.

2.2 As soon as the router is activated it connects to the
sender on the same socket and start waiting for clients
too. This establishes the connection between sender and
router.

2.3 Sender sends the message to router as:

2.3.1Sender divides the message into packets.

2.3.2To maintain the integrity of messages it calculates the
hash of each packet. We calculated the hash by using
SHA-192 because it is more secure than SHA-1 and
takes less time to generate the hash than SHA-256[1].
h(m)=SHA-192(m)

2.3.3For non-repudiation server sign the each packet by its
own private key using digital signature algorithm and
sends r, s and hash for verification at client side. Sender
signs each packet individually.

r = (g* mod p) modq
s = ((r*k)—(h(m)*x))modq

Where k is a new random integer for each packet.

2.3.4 Sender attaches these r and s with the message and sends
to the router

2.4 Router receives the packets and buffers them forward.
When client connects it forward the packets to the client.

L _
Waiting for router to connect
Router activated:

2.5 Theclient:
2.5.1Receives the packets.
2.5.2 Calculate the hash of received message.

h(m)=SHA-192(m’")

2.5.3Verifies each packets, discard if nor verified; accept
otherwise.

w=r"modq
ul=(h(m')*w)modq
u2=(s"*w)modq
r'=(g"?y" mod p) mod g

3 Result and analysis

In our research work we have applied SHA-192 in multicast to
obtain more data integrity on the messages which is to be
multicast over the network. For multicasting there is one
sender, a router and clients. We have implemented this in java
by the help of socket programming and multithreading. The
results are describes in following figure:

Step 1: Server waits for router to connect, when it gets
connection with router, it asks for the message to enter, that
the sender has to multicast.

Step 2: Router connects to the server.

Step 3: After connecting to the router the server sends the
digitally sign message. Fig. 2 shows the packetizing of the
message and sending the packets after computing the r, s and
hash of message using digital signature algorithm over each
packet.

Type: mody university of science and technology sikar rajasthan

Computing Digital Signature

192 hits hash of packet is 55a54cldcdB5835al1187f35e3bibZB84d2B851eeceZe?87aBe
b iz 1085421579147931905006725618973480954436482951392
= is 16831375302273575576660961195A16805180603 7428938

packet 1 is sending

[Computing Digital S1gnature

122 hits hash of packet is eZefce7afcBbeb2316ba463dB242c?67c564783ebbe2fceb
b dis 724942533783258836488266526831311921851295598267
= is 123A55838785988652216274748103894565939576672593

packet 2 iz sending

[Computing Digital Signature
il

2 hits hash of packet is 5adc3f544b6B?52fe?6chbd4c8d?e6b51835edd533cfb6deh
13228740920471127527624031854520877369858727240181
= is 754P62001412989204621001P866964239791328142736209

packet 3 is sending

Computing Digital Signature
il

2 hits hash of packet is d78388ea7hlal5a?289218b3%elb6Bcale?deeabZzZhlf63?5h
282538704297543628007356657292664107904851172772
= is 734637166568383389643235227054279307267660646898

packet 4 is sending

Computing Digital S1gnature

1922 bhits hash of packet is 5d76bda?dBA43827411153e8f3bfed59518%aa563366%ec18
78456373688646248423383343939938439725243723637

= is 82296920528234A940564543756795693181462725868781

packet 5 is sending

Computing Digital Signature

192 hits hash of packet is eB8954?d197462fa585dfedcl1d?7?be3?haceedc4BiciB887842
b iz 1000141146214674082492784233986944431924230521838
= is 3385PA5518376356839926378484239200798502876090438

packet & is sending

Computing Digital Signature

122 bits hash of packet is 43d287db3ffdf6cBB4Bcfbs5obeb221151£0433fB1lccbhbdc
iz 111A%67868953899188165815662554695095920477353382
= is 2390350847788277520086271890889668925861A9558152

packet 7 is sending

Fig 2: Sender connects to router and sends messages in form of packets to router after applying Digital signature algorithm to each packet and
calculated the hash of each packet then sends hash, r and s.

Step 4: After sending the messages router receive the each
packet and sends the various clients. Fig. 3 shows the number

of packets gets from sender and no of clients which are
connected.

48



C:smulticast>java Router
Router activated and has heen connected to server
SERUER ip address ~127.8.8.1at port 6666
Got the Reader:
Client side Server started:
Receving packet
Receving packet
Receving packet
Receving packet
Receving packet
Receving packet
Receving packet
Receving packet
Receving packet
A client connected:
connected:
connected:

Fig 3: Router accepted packets and sends to connected clients

Step 5: Router sends the packets to the connected clients. fig. 4, 5 and 6 they shows the three clients are connected and

Here there are 3 clients connected to router and they gets the signed messages and accepts the
individually apply signature verification on each packet by applying verification algorithm.
comparing hash of actual message and received message. In

client activated and has been connected to router
ROUTER address: ~18.28.131 _.3at port 777
[Got the Reader:z

First client
Receving packets from Routewr

Packet 1 L[BRelBZdc

h~ i=s1@85421579147931905006 7256189 7348A954436482951392
= isl168313753602273575576660%6119580168051806037428238
Verification resut is true

[Packet 2 [BREbG66CC

- is724942500700258836488266526831311921851295598267
= isl23055830785988652216274740183074565939576672593
Uel-lflcatlnn 1-e..ut is true

Packet

[~ 1ﬂ132287439934?112?52?6243313545237736985872?243181
s is7540620014112909204621 00186696423 9791320149 736209
Uerification resut is true

Packet 4 L[BRE173831b

i~ is?E253I87A429754362800735665 722266410790 4851 172772
= is734637166560383309643235227A54272307267660646098
Verification resut is true

Packet 5 L[BRad178bL8

- is784560736086462484203033409092384397252437236077
= isB822767205282340940564543756795673181462725868701
Uerification resut is true

Packet 6 L[BRLe4457d

b~ is18000141146214674082492784233786744431924230521838
= is33850551683763560322263VE4ABAZ23 200V YASAZE V60?0438
Uerification resut is true

FPacket 7 [BRblichfa

h~ is111H8?96786892538921HWB16581566255469509522047/7353382
= is239835084778827752008629187088266892586109558152
Uerlflcatlon Pe...ul: is true

[Packet 8 L[B

[~ 16178662425874632428917999757422535349275452119332
= is572534061498116973278428629073611867378851192620
Uerification resut dis true

[Packet 9 [BRE11Z4ade

- is342@0187072781517564502852558A252380181660936609808
s is49@952133202397912083736411248955845805243606882555
Uerification resut is true

Fig 4: Clientl is connected and apply digital signature verification to each coming packet.

Cz~wmulticast>java Client2

client activated and has been connected to router
ROUTER address: ~18.280.131._.3at port 7777

Got the Reader:

Receving packets from Router

Packet 1 [BEfa7e?4
 islBB5421572147231205806725618973480954436482951392
= isl6831375302273575576660961195016805180603 7428938
Uerification resut is true
Packet 2 [BE14AfA73d4d
» is724942500700258836-188266526831311921851295598267
= is123@A5583A7E5LPEBA522162747401083874565239576672523
Uerlflcatlnn Peﬂut is true
Packet 3 L[BE
2 1;13228?43993471127527624331.545237736985872?243181
= is754062001412709204621001086696423272132014973620%
Uerification reﬂut iz true
Packet 4 L[BEbhG6G6Cc
1 1098253873429?543628337356657292664137934851172772
= is73463716656038330%643235227054272307267660646828
Uerification resut is true
Packet 5 [BE173831b

is?7845607360864621842 348780293843927252437236877
= isB229622A528234807405%6 3I7567I5693181462725868781
Uerification resut is true
Packet 6 [BRFad478hb8
 islBB0141146214674082472784233986744431924230521838
= is3385855168376356839926378484239200778502876070438
Uerification resut is true
Packet 7 [BE1Be2h22
 islllB@?67868253872108165815662554625895928477353382
= is239035084778E27 75200862718 7088?66872586182558152
Uerification resut is true
Packet 8 [BEblcSfa
»r islV7B662425874632428917999757422535349275452119362
= is572534A61478116273978428629A7361186737AB51192828
Uerification resut is true
Packet 9 [BEF84386
b is342Z0187A727815175645@285255809523801816607360780
= is4?0952133202399120839364112489558458574360082555
Uerification resut is true

Fig 5: Client2 is connected and apply digital signature verification to each coming packet

packets after
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ient actluate en connecte to router

has e
ROUTER addres /13 28.131 .3at port P?P?Y
Got the Reade

Recewving packet“ from Router

Packet 1 [BR66e815

r ds18854215791472319858067256182734860954436482951392
= islb8313753B22735755766609611950168051806037128938
Uerification resut is true

FPacket 2 [BR1Zale<dd

r isV247425800700258836488266526831311 9218512955

= isl23B5583@7859886522162747401030945652395766
Uerification resut is true

Packet 3 [BRZ9428e

r dis1322874H990804711275276240318545287736928587272480181
s isV54A620014129022046216001066264239279132014927362809
Uerification resut is true

Packet 4 [BRABaSA?

r dis2B25387H429754362808735665729266418778048511°7°2772
s isVP34637166560383302643235227A54272307267660646078
Uerification resut is true

Packet 5 [BRIBEI?T

r isYE4568736H86462484203603348982236843927252437236877
= dis82296972H52823487485645437567256723181462725868781
Uerification resut is true

Packet 6 [BR1AB4653

r dis18081411462146748824927842339869444319242380521838
= dis33B858551837635603292637/84842322087785828700780438
Uerification resut is true

Packet 7 [BE1lad?7a?

» ds111826786892538221A81658156625546958959220477353382
s is239@3508477E8B2VV52008629189088266822586109558152
Uerification resut is true

Packet 8 [BPR1iBaaale

|r isl17E66242587463242891 799975 7422535349275452311 9382

= dis5725340614981169739784286290723611067370851192020

Uerification resut is true

IPacket 9

[BE1Z26EA4e
 ds3428187AV27E151756450285255809523801 816609360980
= is49@9521332602292120839364112482558450524368082555

Uerification resut is true

Fig 6: Client3 is connected and apply digital signature verification to each coming packet

4 Conclusion

In this paper, we have applied authentication, data integrity and non-
repudiation to the packets which are multicast over the network so
that there will be secure communication and no third party will be
able to modify the messages during transmission. In our future work
we will apply batch verification over the packets instead of applying
individual verification on individual packets.
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